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PROBLEM TO BE SOLVED: To attain packet exchange processing at high-speed by relieving a load of 
a microcomputer in routing processing and security processing. 

SOLUTION: The packet exchange is provided with an IP flow table 17 that registers and stores result of 
routing processing by using an IP sender address and an IP destination address for a search key, with a 
packet processing execution means 14 and with a subordinate layer processing means 20 that is 
connected to a network interface, executes processing of a subordinate layer to a received packet and 
transmits the result. In the case of receiving a packet, a search processing section 16 retrieves the IP 
flow table 17 by using the IP sender address and the IP destination address for a search key. When the 
IP flow is registered, the packet is transferred to a proper output port on the basis of the routing 
processing result indicated in the IP flow without transition to routing processing by a microprocessor 11. 
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I P^iff tcT K t I psfcflcT K U'* 

U fiM^-TS I P7D-f-7'/H 7i ( /^y 
I P^ItcT Kux&tM P?55feT 
t Lt I P7P-f-7';^Ml 6 
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[fl*Jgl] y<iry hiljf *y h!7 — ^{Cffi^P>jx, 
/<*y hifi-C/l-f-f V^ftSSrjMT L^y hCcig 

yy h^yffctfiJlKJ; flSfS'^y hO;u-f-fy^ 

filthy M-BILt, I P38ff5cT K^ti p^ 

*4rS»U ««p1"5 I P7u-f-^l-i, 

'<*y hSrS«Lfc»&»^ y b(D I p*{f 

IE I P7P-f-/;P^fU 

->tt J: y /fel^ifrtS r i < v g£ i 

*y F7-7^^7x-^ tS&tt*^ SftLfc^* 
McttLTT&^^0&a£flfTl,-C*y h!7 — ^ 

Mse-r -Y ^D7nt> -y-rts, gfS^MaiJ{cS-5v ^x^y- 
[ifjftJg3] h&!2 I P7b- ^— ^z)S, WSE/i^— f 

Mis^y hjaanff#s« s , atrSEgft^y hcoi p 
r«rei P7c-f-7/^iiLfee* 1 I 

P7d- ^Sii$ixT*}«J^og[i P7B-iyMt 
Suia-fer^f^ yx^S^SS^^Ti/^^-g-lc:, fflSE-v 

a-#f? f 3 t £ ft < , ilP7B-Kf $ Kfe-fe 
9 7 l -r«« ( t*^fiWESflr^s, b^MIE-ir^ y 
•r^a^&K&y, 

BiJlEir^ yr->f «ta#g:^, HfrfE'^y hjOMMfr^ 
&fab&VWL<>tc**x.V : r4tfimz&'3\,^X/<>y>y b 
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^st^bsaa^fci^^taiasriim-sr i &i#m£ 

[Il*ig4] m&^4?-vv*v-ty-y-tm : %i;<y-yb 

y, m&<*ry h&mmft^tkkmmr&i'j^tikm^ 

^oMfE-irdr^ y TV&a^&rfiffiraET&l^-*' 
5 r. t Ztmk-t 519**2 *fcliS*«3 kie«w>'< 
[fS**5] JWB/^y htoaUff^S^, ll&fE-fcr* 

^yx^ata^jciyif-i-^aasrte^tts^^-s' h 
fts aft'** y h -C7J zf±juiki-z - 1 $ £ -f ant 

#* 2 * fcliii** 3 CEto/^ y j. j^gg o 
[S*** 6] /*^y Kilft*y ^-^{cffl^ibft, 
'<>ry YmtLXvV—T j 1/ y&m&Ufi^y" y b&m 

h«7iT$U»{'J;ySft^^s/ v^fe 
20 a^ff o-^-i ^PT'Btyfi, 

^y h^Bt^^aS^-f-^a^^fflcD^N— K>7 
*7K:J:oTfT7-t?*3. y ?4fim¥-mk. 
*y\-y-y-4-y?--7*-xkffl8LZti > /<Jjr?V<»& 

a^©i:^{i^ % 

* a ^-fMi L.TBf^t^fciaa^fcOSB.a^SCS. 
30 xt&tomiz m-tzvs^mz&feLx, MIE-fe^^y^^ 
aa^stcii^iu, 

Wfa-fe^ra. y t- -r sata^s^^ bu 12-^-1' -f cty -y- 

[16**7] MIE-^-l'^'OT'n-tyy-tirfeT'&H' 
"Mm&mk&W&O^J y=5-7yfV yfi&jtLXtii 

^^^r*jy, ^oirSB-^^a.yx-fffia^s^wiET 

fiu-i'-V^a^il^— 0^^yf7r^!) y?fcfe& 
[5gB^oi¥iaeft^0j] 

[000 1] 

fta<OKaft«rH ofc/<^y hSaftSBfcBBI- 5. 
[0 0 0 2] 

[t**ojS^] Mcf^ftSftS^y bm 

50 if ^ y h 17 — ? "C«, y h^ffi-?^— ^CDfSj^fr 
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[0 0 0 3] hO^-f^y^ftllt '< 

try h^&X<D/U— ^-f V^ftatV^ftla*^*:*), 

HfefctrB 9 ICS*-*-. 19lc^t^5/h^gttlt x 

^^p^otyf 1 0 l±<oy7h9x7^;Wf^y 

^flMi*:»jfti-afcftoy>f i o 2, situ 

h4r»*UT*5<^y h^^y 105, *5£tf 
Tfii^-Y ir«LaSBl l 0 ks<]ry 1 0 5<offl-e 

i 2&m?LZ> 0 

[0004] HI 9 J: 5 * 

12^ -fi., SffLfcS^?' SSrTfir^ir&a 
«1 1 0*»6^4ry 1 05K«SSL"CS3<. - 

0 3£r£IiJLT^>> h^*5l0 5±0/*4rs/ h£r;* 
>7«^y 10 2K=xtr— *-5 0 *L-C, V7h^^7 

9 10 5 td=* i~5o ftfc* DMA^y h C3 — 9 1 1 

1 i o * testate* * M7-^ tajft ^ttSc 

[0 0 0 5] y±^j;9^ &&<Ds<try h^&igg 
h^xTfflilciOW^n^otyti O l^ff 

[0006] y<try hmmttit, ®m&& 

* (I P s e c) iSflWHtSJlfc. tt*^<4ry hft* 
^StCfcl>Ti^ SlPse ctcj:«^4ry hf^^ 

(DVg^ik/m^ik&Mii^^ ^p^Dt^ti o i^£ 

[0 0 0 7] 
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[0 0 0 8] B9i:*Lfc^j/ h£*»IIK:*3^-C, 
✓<>jr$, h^^-i; i05^-fy^ ; eno2 <t*H— <£> 

[0 0 0 9] y^tx haWK^S-fe** P-r^r 

fclPse c fciS^y h7*—*<DV$f§rik/&^rik9lk 

[0 0 10] ftfrWfctt, ±tttt*<zv<$r* h^JISt 
I P s e c«LaSr»ffctCiiJflLfc®^ b<7) 

h^i o^oi^s-cffir-ratfrfr 

[0 0 11] ±Ktt#<Ofcjfc«r#*U A— 

30 [0012] 

[WBiinfttsfefttofa] ±eoBW*a«-r5* 

frt£$titz.;<tr y M-BILT, I Pfff%7 Ki/7t 1 
Pg^7K^t^t-f^-iLt, ;wf^v^l 
lo8S5:Sgl, I P7P-f-^i, /< 

40 F^ll/ci^i:, ^m^y h<D I Pgftg 

I T^TOUfrftjRU I 

P7P-^i»snt^fcs^ fiuie^^ ^P7 p nty 

7p-I:$^5;v- x^^^«La*£^JcS^u>-C, ^ 

n^Wt k, *y yy-n i/*y*-*kmmzft, s- 
50 itzsVry btzttLXT&\sJ J rv>®M&nnL>x*y 
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h v - {r ^iSm-f 5 Tiu. \s<< -Y&mtt t Zffi jL 3 Z t 

[0013] 9untm2\zmnt0>*&m<D'<4ry h&mm 

h*tf#4b*fctt«-*fl:i-'<# tWim 

y-TV&a^ai-ii&u awa-tr** y 7vsia#a 
[0014] st*JS3tciaiicD*:igw^^5' y-^mm 

fili, HulEI P7p- 7 1 — TVvriS, f$fti/u—'T 4l/tf%i 

«.a*fr#aa*, mcsflr'^? i p»t%7 ku- 

*&t*I P5B$fcT Kl/^Srf- t LTStrfS I P7 
n— 7 1 — /yv^j^f Lfc^S, I P7D-itf 

fi:$;ft,-C*3t> A>og£ I P7P-iy h y icmriB-ir^ra. y 

y * lc J: £ mrfE-fe dp- » y y -f w«w®#«i.a^#ff-r 5 
ri4<> S£ i P7o- t^$jx$mrlE-fe^3. y-^-elf 
fti^i-Miesm^^f h&MfE-fe^y-TV&a^a 

anfT^a^f>git^-ofc-frdf=>. y x-rit^ics-^^T 
^ y h<aii£^b&a£fc[*«#ft:»a££fT^3r t 

[0 0 15] «*«4fc|E*«>**M«>>'<^y 
gfi, ffit£^-< viz y*t wintry h^aUff 

oauisir * a y ^ ^ saa^a^HuiaTfi: -r*aa^a 

[0 0 16] SS*«5(C|E*C0*«M^^5/ hSE»» 
[0 0 17] IS*JS6JCffi«£D*l8W^^y 

hWBlF^b&a&tf&^b&a&SWBtfVN— 
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^T^y h«rl|HHt*fcl4«#<b1-'<# tWWfUfc 

-fedrayx-flf^i LT«s^k*fcii«^bw 

y 7V«La^aKiii*pu mrfE-tr^ y^&a^ 
a**, MiH-vf ^oT'o-fey^tSftfiofc-fe^a. y 

10 »aSr*fH-5ri*#»i:i-5 Q 

[0 0 18] BI**7^E*©*«W©^y 
ffili, BufE^^^'OT'nirylt-tmrfeTfiW^^a^ 
ii«w^^->f7r7'y y?*fr\^xmffi.£fix 

*s*», A^oMfei?^3- y -r-f *aa#a^MST<4n , -v 
«La^aiPJ-<75^-Yy^7r^y y^icnR^nTv^ 

5: i£ Wig: £1-5. 
[0 0 19] 

"CHffi*#HR LTP»c^f5 0 
20 [0020] im, **W<0— SHfiJKISKliS^^^y 

•Tit. *&mBto<r>'<tr y hSmMUti, ^^dt- 

ylM 1 £y-f ^^E-y 1 2 J ? s -e<Ofl&(75jlj22«! ! a«i5t* 
^-t-5fc*C07°n1ryf-^^ 1 3 V 
ytl ll;ft*3ot^y F-fflaSrHfTi-Sfcfe^^ 
y FJaiil 4, **sr h^*9l5 > f— ^KLaSU 1 
6 RTf I P7t> — 7"— 17t, ^yh <D^^\t/ 

m&ittomzns-K**. y ^-f^aspi 9 rfiiw 

30 -^«LaifP2 0£, hSaaSPl 4£irJf 3 .y7 i ^«! ! 

agpi 9i:TfflU'-f-lr»a«P2 0i:S:ffiSliifiN)t1-5fc 
»(75^-f ?f777*J s/^ 1 8 irSrfiliS. ^jb\ Hi 

[00 2 1] ±S*^fC*5V^-C, -r^^a^p-feyiM 

114, 77 h7x7a»ctt)/^-> h^attftro 

■»-9^b*fcf±«^t«>i5.Btt«:!WWrf-saa*fT5. 
40 [0022] ^^y^^iJnii, v-f^tjyptyf 
1 l£«W1-5y:7 hi'iT^ MiSw^aSrfT 5 BSM- 

aKJaa^BBfos^-fir-^SrSMAi- a. 

[0 0 2 3] h^aaSPl 4f4. *y VP—f'O 

Z'7~-*frh i %i<iS\,t^<>ry Kd^fb-C, I P^-yV 

xm^mtift* y M7— t-iis*?^— x^<D&m@m 
Ku-^^ttm-ra^a, w?D7otyti icis 

50 SCtiU^MAC-- y 5«ta^Sr^if, 
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[0 0 2 4] £fc, s<jry h&aWl 4 14, /<Jjry 
y^6ttaLfc^— tcj: 5*— f-ttajBi 6 £ 
S*UlP7P-f^/H7^ttt3, IP 

9-fa o Sfc, t-f^iai6i:i5lP7P-r- 

[0 0 2 5] s^try hJ^rV 1 5(4, ^^n^Pty 
1M l^s^try 4K£5#ia£>fc&Kg{f/< 

[0 0 2 6] If— ^a^Bl 6(4, h&SSBl 4 

v Y%M% \ 4frh<DmmcMfc*t5 I P^p-^> h 

[0 0 2 7] IP7D-r»^17|j:, I Plgjf 5cT 

^p^Ptyti i k t5;^f^ v^&a<z>*£*-efc 

5 I P7P-*ML^T-y;K*fc5 0 0 2 KIP 17 
7<om$:7Flr 0 m2*&WfZ>t, IP 
^n— v"— zfsui 7KI4, I P7P-xy h y r<tK, 

T*>5 I P^lfx;T K^MI P^T K 
U-*£\ ^ V^«LSOi»*-c*)5MAC*fS7cT 

[0 0 2 8] y^-yr-f]) l 8(4, 

h v - ^ > * ^ * - * t mm icttM * fi fc t& 

~C^fi:< , **E*T r i - s t a t e'<X s ]) ^Jf/< 

[0 0 2 9] ir^-^ yr^^Liai 914, ^pt'd 
t^yfi K:J:5y7h'?xr«Li(:S^§ > iJSKiS 

[0 0 3 0] Tfi WiT#Lagtf2 0(4, h 

^^r^^ teats *u f^yy;i (o 
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S I 7^^f^2D ^Ttt&SSrlSffU * 
^ yf77^!) 1 8Sr^hLT/^5/ h&agtfl 4 t 

[0 0 3 1] ei±, ***JBttOt«/aS:BlMLfc^, £ 
»«>«ft«rjlSl-r5*«OiaBfc , r«j«Six, Witt, 

[00 3 2] Jfcfc, 0 3 J5S0 7<7>:7p-^- 
10 BaLT*Sa6JB«0f|if^|c:o^-CKMi-S 0 [3 3(4,.*: 

hT**>5 0 04(4, W^P^Ptyfi lti 

[0033] *nnmm<D'<*y hsaMBt«f±, 

20 4<9gjf Lfc^y h^^y^SrUltFfU *<£>?5 

*7K^ (IPJSflSTKW) f:i<5<;^f^^ 

^rtemnmk. i pju^r i p««tct 

[0 0 3 4] H3S:#flgi-5i, Sf % y<^r-/ h$ftg 

2 OK^ftSat^fe^y h^ s PJ^5^ (^x^y^3 
01) > SKTfi:^-Y-1r«faia5 2 0I4, i^^^2&,T(D 

(MAC— yftm cd^SE, CRC^*«S:3I 

40 [0 0 3 5] /<^Jry h^Ml 4(4, *5aSftfcS(f/< 

y 1 5K»jW-ra o -t tt % Sft^^y hCO/^y 
ytffrh I P?B$fcT I P^ffTcT Ku-^^Srtt 

tBL, rti^^t I P7P-T-y/H 7^ft5fc 

s<sr y btmMl 4(4, f^Lfci^- ^^r-Srf— ^fe 
3*3516^9, IP7P-f-y;H7<7)ifS:Jt.f 

[0 0 3 6] if— ^-^a§!3 1 6 (4, ^ h x 4 
50 ^^b^Jt^o^^-^-^f— ^-^^-C I P7P- t^-^/P 
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v^^nyptyf 1 llCiOSBtl P:7p~ (d^f 

6^6>fftS|ltt* (i2lOTtIP7P-f-y;H7t 
ttMAC««7cT K^, MACjSftT Kl^^&tFffl* 

5, 3 0 6) . It, Stttt4B3S^fUlA4fea#- h 

pi?*1M ltfvi— • ^v^ttatfr ;<tr 

[0 0 3 7] T&W-f&aa^ Of*, ^-iv^r-f 
TfllU'-Y^H^rcoffl.a, tftbV^y h4 
SffiaSrffoT Uf^3 08) , a#^«tt*ixT 
-f 5 (*^y:/3 0 9) 0 

[0038] vifucatu *-^oa»i etiatfcsii 

I P7p ~??v\ 7 bZ'jtifji {^f^/SSr y 

ftats i P7P^ii^t^4i^ /^o, h 
«aaiBi4ji, f«ta«i 6k»*lt i pj63fer 

K^MI Plg«5cT K^**-?— ii-a^fL 
^1 P7P-0{E2»**fTS*S (^f^3 0 5, 
3 10) o H20JP7P-f-y/WC*51/> 

1 1 ^LTffl^&^Sr^tT, v^^pypt^fi 

(^^7/3 1 1) 0 f 3tt'<4ry h«v<4~y h 
l 5^7 p Ptyt«iiimo^a-|:igL 

gtfr*~3 (XTvzfS 1 2) 0 
[0 0 3 9] /n"^ hftLattl 4tt, Wfete* 

ftufcA^* h&a^-gfrm-, h^^y i 

^JaaftSl 6 2rftJ»LT I P7P-f^l 7(D^^ 
**fr*-* (^f^3i3) 0 «Jfif5J:5»c, S8£ 

^/MWLfcftfelf, ^t§IP7P-xy 
Mf*jEaaW»Sft"CS3 5, »*»*tLTMAC«« 
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try hfeaSCl 4*2, fHtlf:MAC7Ki/^Mffl* 
^«taS:fT5 1 5) 0 h£T 

fti^^&3ia2 0He&u Tffi^-^HW^ffia^ 

3 0 7, 308, 3 0 9) 0 

[0 0 4 0] ^com, m-<D I PlgffTcT Kl^^SVl 

10 I P^p— ^ I P7P-f-y;H 7ltC&m£tl 

Tl^Sfcfc, ^f^7 P 3 0 5, 3 0 6M3 0 7 <D^M 

[0 0 4 1] &{C N ^T5/7 P 3 11IC±U, -?s(9uzf 

M1"5o 0 4£#!f-f vOP7 , Pt^tn 
20 12, A*$r<y h&Ugfli 4^^(7)fiJ^iX^^i:T/V-7" 

>r ^«La*PM&u *T, ^nt^t^ns^ 

^-Ta (^f^4 01) 0 f ^yh^*5i 
tr-fS (^77/40 2) 0 

[0 0 4 2] Scid, W^p/pt^fl l(t, ntf— 
h-^y^ajtO I PjB^feT KU-^*^— t L 
T, ^^^^ y 1 2lCf ftfe»|$tlTV^ I P;^r 
30 >r ^^7-^fitfAR P 2/ v-^-t 1 — ^/KOtWR* 
*fTi~5 (^7^4 0 3) 0 tU, /<jryh©(Ea 
ft t £ 5 W^fea*- ^ * h ^ y /OMA C T 
K^*r**1"5 (^7^404) „ -t LT, r^fe 

— ^O/l—T 1 ^ V^ffia^**, 7 P Pt5/t^l3S 

^StaSUl 6 ^r^hLT I P7P-f-^l 7td 
1fc$L»9ffr<D I P^P-rc^ Js y (DlEA&m&ft 
0 (^73/^4 0 5), r^ifffi, S2fC*tlP7 

40 [0 0 4 3] fttC, hft^t*^ J f^felS: 

y^-r^LSiLT, IETF (Internet En 
gineering Task Force) Vfclb h 

tut i p s e c ^mr^^M^n^m^mt \^xmm 

[0 0 4 4] I P s e c *r/l — #!$<0/<try h£&§£H 
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•f**^ MB^e— *T*>9, Lfci5oT^y hSSftSI 
tfi> I P?55tT K^i I TmtjcT K^^fe, ^ 

T, y7h9*7W»ICj:t)^^orotytll^ 
#LS1~£ 0 I Ps e c KtCioTJaa^ix 

[0 0 4 5] *ihf^J(C*5lNT, 
^5/ h^S0#L"C^6 I P^n— ^ I P:7n— 7— :77u 

H3^Lfca*<0»f^iPI«|T-*)a (^7^73 0 1 
-30 5, 310, 311 #fiS) 0 
[004 6] EI5S:#figi-5t, W^p^ot^ti 
lft h&JiSBi 4*»6©«9ii*|cfl;tr/u— 

■fe*-*-* (^7i/^5oi) 0 t ^^M^y 

3 tf-t5 (^^y^5 0 2) 0 
[0 0 4 7] Rfc:, W^pyptytlll^ 

(^^5 0 3) 0 SBE^y h^i8(Of 
I P s e c^;x^S:f£o^<5ry hT*$>*9, ^o^'S I 

tB»t5 (^7^/5 04), IPTK^t 
S^e^ I PT Kt^TNfc^ft&tf, IPsecOBf^- 
ftttft/^yhiLTWIta (^7^7505) 0 
[0 0 4 8] H6Sr#IU, IPsecBf^t 

<^ 70D7DtyfiiH ^^h^y^Oi 
P^7Ku^^^r-i:LT, ^>^!)12Cffe 
y r-^teafcBBi-S-r— (S 
ecurity Policy Database^S 
ecurity Association Datab 
a s e) ^flT, Stt^^-y hSrfflP^fci-S^S^ 
fcS^^SrWWi-a ^7^7601) „ it^t-rs 

l/fT— rf)V, ARP^rty^7-//^l j&st 
p^p-^— 7/H 7^^S^^^tr1~5 (* 
7>>74 0 3-4 0 5#BS) 0 
[0 0 4 9] ✓ h*W#ftt-6^B*s*>»»fr, ^ 

>f^P7otyfl lit t^aJf-fftllOT^ 
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(SP I) X/^-fe/Hfc-fa I PX** P£S 

^7K^^±t;i P*«5ET K^it, t^^!)7 
-f *a*ia l 9 *sttR 3 ftfc^Stf- b *»*vw- r -f > 
^HMRi*^ -fr— ^«LSSl51 6^UI P7P-7. 

jE5£»ft«:f?5 ^7^76 0 2) 0 £<0»ftsft H 2 
tc^-f I P7p-7^;H 7(OKS I P:7n — h 

[0 0 5 0] s<jry YVmj&Y 4ft =Sg£ I P^p-(C 
mi~Z>'*iry McBlLT^-f-fcLSgRl 6l:J;5lP7 
n-r— 7©ttJR4rtfofc|KK, **<t*SC^» 
I P s e cRf^fcStf&^y hT* 
fo5i*lj||f-r5 0 ^LT, ^^^IP7P-7 
7tcjf££tifcl P^7Kt/^t I Plgff^c 

9^fei£1~£ (^^^^6 0 3) o 
[0 0 5 1] ir^r^. y^^^LSSRl 9ft gtt©ofc/< 

itfci, wtf/<4ry h&am 4— tes-rs 
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